
Hosted or 
Delegated RPKI?
It depends… and what about 
publication?
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“Hosted” RPKI
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Good Fit for Most

● RPKI CA hosted by RIPE NCC
● Monitored 24/7
● Highly Redundant
● SOC2 type 1 Assurance Report

● You just configure:
○ ROAs
○ Alerts
○ Other RPKI objects in 

future: ASPA, BGPSec, RSC

Hosted RPKI
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Hosted RPKI - Review Effect

https://dashboard.rpki.ripe.net/
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POP 1 POP 2

Hosted RPKI - Dashboard Availability
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POP 1

Hosted RPKI - Repository Availability
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“Delegated”  RPKI
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For You? Maybe…

● One Tool / API for
○ Multiple Parents
○ Multiple LIRs
○ Multiple PI / Legacy “End-Users”

● Delegations
○ Partition ROA Management

● ASPA or BGPSec today

● Local Access Control
(but add/remove in RIPE NCC dashboard)

Delegated RPKI

YOU

RIPE NCC Other RIR

UnitPoP Unit

ALSO YOU
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Options

● NLnet Labs Krill
○ Transparency: yours truly worked on this for 5 years
○ Used by several NIRs and many organisations
○ Rust based
○ Actively maintained

● Dragon Research Labs RPKI Toolkit
○ Used by several NIRs
○ Python2 code
○ New features uncertain

● No other options at this time, unfortunately

Delegated RPKI

https://nlnetlabs.nl/projects/routing/krill/
https://github.com/dragonresearch/rpki.net/
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Create Delegated CA

Delegated RPKI

1: Revoke Hosted CA 2: Create Delegated CA

Existing ROAs removed, announcements become ROV not-found
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Introduce Child to Parent

Delegated RPKI

Get RF8183 Child 
Request XML

Upload it to create your Delegated “child” 
CA under the RIPE NCC “parent”
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Introduce Parent to Child

Delegated RPKI

Get the RF8183 
Parent Response XML

Upload it in your CA



Hey wait!
What about publication?
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Host Your Own?

Publication?

RIPE NCC CA
RIPE NCC 

PUBLICATION
SERVER

YOUR CA
YOUR 

PUBLICATION
SERVER

● RIPE NCC “Publication as a Service”
○ Up to 10 CAs / member

(talk to us if you need more)
○ You sign
○ RIPE NCC publishes and monitors
○ RIPE NCC uses CDN

● Your own server
○ RRDP 24/7 availability
○ RRDP file timing
○ rsync 24/7
○ rsync consistent view / connection
○ And more… (see BCP)

?

https://datatracker.ietf.org/doc/html/draft-timbru-sidrops-publication-server-bcp-02
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Won’t Somebody Please Think of the Validators??

RIPE NCC 
PUBLICATION

SERVER

RPKI 
VALIDATOR

YOUR 
PUBLICATION

SERVER

● Validator Issues With Repositories:
○ Many repos, but decreasing
○ Slow
○ Unavailable
○ Keep State
○ Noisy logs
○ Delayed propagation

Publication as a Service is preferredetc, etc..
Other servers

Publication?

https://labs.ripe.net/author/job_snijders/rpkis-2024-year-in-review/
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“Hybrid” / Publish at Parent / Publication as a Service

Publication?

RIPE NCC CA
RIPE NCC 

PUBLICATION
SERVER

YOUR CA

● No need for 24/7 repo management
● Short CA downtime okay..

○ Your ROAs, Manifest and CRL
are still valid

○ Child CAs can reconnect later

● Be nice to RPKI Validators!
● Used by 2500+ member of nic.br

See:
https://www.ripe.net/manage-ips-and-asns/resource-managem
ent/rpki/paas-onboarding-with-krill/

https://www.ripe.net/manage-ips-and-asns/resource-management/rpki/paas-onboarding-with-krill/
https://www.ripe.net/manage-ips-and-asns/resource-management/rpki/paas-onboarding-with-krill/
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Set Up Publication as a Service

Delegated RPKI

● Similar exchange of (RFC8183 format) XML files

● Up to 10 Publishers can be added (i.e. for you delegated CAs)

● Allows files under non-RIPE-NCC parents, for your RPKI files issued 
under a certificate received from another RIR



Before you start…
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Be prepared to take care of your CA!

19

Non-functional CAs affect RPKI Validators

● Proposal:
○ “Automatic Revocation of Persistently Non-functional Delegated RPKI CAs”

● Discussion started on the Routing Working Group mailing list

● Criteria to be discussed:
○ Revoke after 100 days of invalidity?
○ Should the RIPE NCC send warnings sooner?
○ Publication as a Service for functional CAs with dysfunctional repositories?

https://mailman.ripe.net/archives/list/routing-wg@ripe.net/thread/USQUMNOE3L3UUD3JZVI6LH7VMDRPL7K4/
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Testing?

● RIPE NCC RPKI Pilot Environment
○ Your own LIR and resources
○ Under test Trust Anchor
○ No support for Publication as a Service (yet)

● NLnet Labs Krill Testbed
○ Test with any resources
○ Under test Trust Anchor
○ Supports Publication as a Service

https://www.ripe.net/manage-ips-and-asns/resource-management/rpki/rpki-test-environment/
https://testbed.krill.cloud/ui/testbed
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Things you may want?

● Delegated CAs as children of your Hosted CA?

● Hosted CAs as children of your Hosted CA?

● Concurrent Hosted and Delegated CA?

○ To support migration without ROA downtime

● More than 10 publishers needed?

● Anything else?
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Summary

● Hosted CA is the right choice for most users:
○ Fully managed
○ Just configure your ROAs and go

● Delegated CA has use cases for some:
○ Multiple parent RIRs
○ Multiple LIRs
○ Further delegations

● Delegated CA publication:
○ Make sure the repository is available 24/7 (not trivial)
○ Or consider using Publication as a Service from your RIR/NIR



Questions 
& Comments ?

tbruijnzeels@ripe.net

mailto:tbruijnzeels@ripe.net

